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FIG. 1 (Prior Art) 
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FIG. 2 



3/7 



Sign a phrase by a security chip 
using an encryption key. 



Associate signed phrase with a 
remote user and store. 



Receive a password from 
remote user. 



Obtain an encryption key. 



Sign the phrase with the 
obtained encryption key by 
security chip. 



Compare phrase signed with 
obtained encryption key with 
stored signed phrase associated 
with remote user. 
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FIG. 3 
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Create public key/private key pair 
for remote user by security chip. 



Sign piirase with the remote user's 
private key by security chip. 



Associate the signed phrase with 
remote user and store. 



Receive a password from remote 
user by server. 



Send password and phrase to 
security chip. 



Load remote user's private key from 
security chip's key chain. 



Sign the phrase with the loaded 
private key by security chip. 



Compare phrase signed with loaded 

private key with stored signed 
phrase associated with remote user. 
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Deny access. 
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Sign a password for remote user 
by security clilp with security 
cliip's private key. 
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Associate signed password with 
remote user and store. 



Receive a password from 
remote user. 
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Sends received password to 
security chip. 
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Load security chip's private key. 



Sign received password by 
security chip with loaded private 
key. 



Signed received password 
compared with stored signed 
password associated with 
remote user. 
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FIG. 6 



